INTRODUCTION

IED FUNCTIONAL HIERARCHY
The functional hierarchy of a protection and control IED is based on the requirements of the application and the design philosophy. It may include multiple Functions, Sub-functions and Function Elements (see Fig. 1 ). In its foundation are the functional elements as described below. Function Element: A Function Element is equivalent to a Logical Node as defined in IEC 61850. A Logical Node from the perspective of the Configuration Data is a collection of settings that allow the configuration of a Functional Element. A Functional Element can be Enabled only when the SubFunction and Function that it belongs to are Enabled.
Examples of Functional Elements are Instantaneous and Time-Delayed Overcurrent Elements. Several functional elements may be needed to model a more complex functional element. For example a directional overcurrent function in a distribution feeder relay will be based on the combination of an overcurrent element and associated with it directional element. They both have to operate in order for the relay to trip for a forward fault. They are not combined in a single functional element, because the directional element is usually used for directional supervision of all overcurrent elements in the sub-function. Ongoing work in IEC and IEEE working groups will result in a standard IED configuration file format based on the object models and Substation Configuration Language defined in IEC 61850. The above described components of the IED configuration model will be represented with their own layer in the hierarchy of the XML file. The IEC 61850 based IED configuration file will be an XML representation of a collection of functions, sub-functions and logical nodes according to the functional hierarchy shown in 
VISIBILITY CONTROL
In an effort to meet the requirements of many different distribution protection applications, relay manufacturers have developed complex devices with numerous functions and hundreds of setting. Many of these functions are used in a limited number of specific applications. One of the main problems with the configuration of such modern distribution protection relays is the large number of functions and settings available.
If an available function is not configured properly, this may result in an undesired relay operation. Configuring all unused functions to maximum settings in order to avoid misoperation requires a significant engineering effort and may lead to errors. A much better solution is the ability to disable the protection functions that are not being used. This process can be further improved through visibility control based on the Enabled or Disabled status of a setting group, function, subfunction or functional element. 
SETTING CALCULATION TOOLS
Considering the complexity of setting calculations for some distribution system protection devices, such as transformer protection devices that require amplitude and phasor matching, it is very important to provide the user with configuration tools that will simplify this process and reduce the possibility for errors.
An example of such configuration functions is the automatic calculation of some of the settings of a transformer protection relay. On the basis of the primary transformer currents, the differential protection devices can be flexibly adapted to the reference currents of the protected object. Amplitude matching is by means of a straightforward input of the reference power S ref common to all windings, plus the nominal voltages V nom and the nominal transformer currents I nom for each winding.
Fig. 4 Transformer protection calculation parameters
The resulting reference currents and matching factors are automatically deduced by the device and checked for compatibility with the internally allowed value ranges.
PSL GRAPHICAL USER INTERFACE
One of the main requirements in the design of a programmable scheme logic (PSL) graphical user interface is reduction of the overall design time and reduction of the
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Session No 3 possibilities for errors in the process. Programmable scheme logic is typically developed following these steps: 1. Determine the functionality of the logic 2. Draw the logic diagram 3. Convert the logic diagram into logic equations 4. Program the logic equations using the relay setting software 5. Download the logic into the relay 6. Prepare the documentation This is a very time consuming process that also allows errors to be made at each step of the conversion from a logic diagram, to logic equations, to relay settings. A graphical user interface provides the tools to the user to reduce significantly the design time and eliminate the possibility for conversion errors by reducing the number of steps to: 1. Determine the functionality of the logic 2. Draw the logic diagram using the graphical user interface (it also becomes the documentation) 3. Download the logic into the relay The requirement for user friendliness is met by implementing standard Windows tools and features, such as drag-and-drop, drawing and other toolbars, print preview, zooming in and out, file management functions, etc.
Step 2 of the design process is performed completely in the graphical environment of the programmable scheme logic editor. The user can select several different types of signals to be used in the logic. They are all Digital Data Bus Signals and can be:
• physical(opto) inputs • virtual inputs fromIEC 61850 GSSE or GOOSE high speed peer-to-peer communications based messages over an Ethernet local area network in the substation • virtual inputs from point-to-point communications messages over a serial link • relay outputs • virtual outputs to high speed peer-to-peer communications based messages • virtual outputs to point-to-point communications messages over a serial link • inputs to fixed relay logic • outputs from fixed relay logic • timers • logic gates Development of more complex logic requires the availability of easy to use tools to invert signals and outputs of logic gates. This is easily achievable by selecting a connection or gate property and then inverting the connected input to a gate or the output of the gate itself. Timers also play an important role in logic schemes. Two types of timers are supported in the programmable scheme logic editor -free standing and built-in. The free-standing timers can be selected or modified by a change of the timer type property from a list of predefined options. Timers also can be built into each of the relay outputs, thus allowing control of the duration of the output control pulse or any other pickup or drop-off delay requirements. Print preview of distribution protection relay programmable scheme logic After completing the logic diagram that is ready for downloading into the relay, the user can add text, drawings or pictures to complete the documentation. An example is shown in Fig. 5 . The dotted lines show the borders of the individual pages. The document is just saved as a file and printed. This ensures that there is a one-to-one match between the logic diagram, the logic downloaded to the relay and the documentation, thus reducing the possibility for an error during the individual steps of the design process. The performance of the protective relay can be significantly affected by the use of available resources. To help the user take into consideration the loading of the processor, a status bar shows the available components, such as timers, outputs and LEDs, as well as the percentage of used processor resources. The graphical representation of the logic part of the graphical user interface is downloaded to the relay as well. This is very important, since if there is a crash of the hard drive, and as a result the file with the programmable scheme logic is destroyed, it can be uploaded from the relay. The parts that are lost are only the text and drawings, or pictures added to the logic as part of the documentation process.
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Since relays with relay-to-relay communications within the substation or between substations require configuration in order to map the incoming signals into the relay logic, as well as to map relay logic outputs to outgoing communications messages, it is important to support Virtual Inputs and Outputs. They are treated in a similar way as the opto inputs and relay outputs of the protection IED being configured. Figure 6 shows a detail of programmable scheme logic with a Virtual Input signal to be inverted as an input to an AND logic gate. The output of the 1 (OR) gate is used to operate a relay output, a latched LED and a Virtual Output that is mapped to an outgoing GOOSE message.
HIGH SPEED PEER-TO-PEER COMMUNICATIONS CONFIGURATION TOOLS
UCA and IEC 61850 based IEDs have a combination of physical inputs and outputs, as well as the high speed peer-topeer communications based signals that get mapped to virtual inputs and outputs. The users of such devices need tools to configure the IED to receive and send GSE (Generic Substation Event) messages from at least one IED in order to provide functionality similar to the wiring of physical inputs and outputs between the relays. To achieve this goal, the configuration tools should allow the "Subscription" for receiving of GOOSE or GSSE messages and their processing and "Configuration" of outgoing GOOSE messages.
Fig. 7 GOOSE values configuration
As can be seen from the left side of Fig. 7 , a standard directory hierarchy structure is a very convenient way for displaying in a graphical format the subscription list.
After an IED has been added to the subscription list, the user has to select which bit pairs from the received GOOSE messages will be monitored and when changed mapped to the virtual inputs of the IED's programmable scheme logic. Since GOOSE messages can be used to provide information, for example of the status of a breaker or other switching device in the substation, if the IED monitoring the breaker is out of service, this may result in loss of information. In order to provide a solution for that kind of problem, there are several different options for the mapping of each bit pair in the received GOOSE message. The GOOSE configuration tool should allow the user to specify the Default and Pre-Set values for the bit pairs of interest. The incoming messages might be of a type that requires the combination of several signals into a logic gate that is then mapped to a Virtual Input in the programmable scheme logic of the IED. AND and OR gates should be available to allow such input logic.
CONCLUSIONS
The configuration of advanced multifunctional distribution protection relays is a critical step in the protection of the system. It requires the availability of user friendly configuration tools that reduce the configuration time and at the same time limit the possibilities for human errors in the process. Enabling and Disabling of protection functions and visibility control in the configuration tools provide significant improvements and reduce the number of settings that need to be entered by the user. Programmable scheme logic is a very important feature of modern microprocessor based relays, that allows the user to adapt to the requirements of a specific application. The development of the programmable scheme logic is a multi-step process. A graphical user interface using standard Windows drawing tools and relay specific set of graphical symbols for the internal relay signals allows the reduction of the development to a single step that creates the graphical representation of the logic diagram, the logic itself, and the documentation for the logic. The graphical representation of the logic is downloaded to the relay as part of the process, and can be uploaded to restore a lost file if necessary. The graphical user interface provided by the programmable scheme logic editor allows a significant reduction in the development time of the logic, while at the same time minimises the possibilities for errors during the conversion from logic diagram to logic equations to a downloadable data into the relay setting file. High-speed peer-to-peer communications also require configuration tools that allow subscription to messages from other IEDs, as well as the mapping of logic signals to outgoing messages.
